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The 14-th
International
Conference on
Network—Based
Information
Systems(NBiS2011),
Tirana, Albania,
will be prepared
in Sep. 2011.

As the typical anomaly
detection methods using
statistics, entropy and x
2 based method has been
researched and reported in
terms of their properties
for anomaly attacks. In this
research, we compare the
properties of both methods
and discuss the accuracy of
detection and the efficiency
for different kinds of attacks.
Our previous researches have
clarified that the source IP
address and destination port
number are efficient statistical
variables to view the anomaly
packet property, which lead
to detect correctly. In this
paper, we propose EMMM
method for entropy value
and CSDM method of x 2
value using multi statistical
variables. The experiments to
verify our proposed methods
were conducted using source
IP address, destination
port number and arriving
interval of packets. We
could extract the following
results. Firstly, EMMM
method could decrease the
value of False—Positive and
False—Negative. Secondly,
CSDM method could increase
the F-metric, which is the
evaluation standard for
accurate detection. In the
experiments using the same
condition of parameters
such as probability valuables
and window width, EMMM
method enlarges the F—metric
compared to CSDM method.

Shunsuke Oshima,
Takuo Nakashima(Tokai
University),

Toshinori
Sueyoshi(Kumamoto
University)
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the CSDM (Chi-square—based
Space Division Method) to detect
anomaly attacks using the dynamic
BIN methods with multiple
probabilistic variables. As the
results of experiments using the
source [P address, the destination
port number, and the interval
time deviation of arriving packets
as the probabilistic variables, the
proposed dynamic BIN realized
the equal classification, which
does not depends on the features
of packets and the number of
BIN. In addition, the dynamic BIN
mechanism and CSDM method
using two probabilistic variables
could improve—measure compared
to the conventional method.
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The statistic researches have
been proposed to detect anomaly
attacks using  x °. In these
researches, features such as the
IP address and the port number
are used as the probabilistic
variables. The method based on
multiple variables has not been
proposed to aim to improve the
accuracy of anomaly detection. If
the number of packets increase,
these packets are classified into
BINs before the calculation of %*
method. The classification method
depends on the calculation
parameters such as the window
width and the number of BIN,
DDOS The Third apd the packet. distributigr} of
Detection International night anq day time. In addition, Shunsuke Oshima
Technique Workshop on the classification method should Yusuke Ichimura ’
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% Analysis to B and Applications | propose the dynamic BIN method Toshinor ’
Generate (NTCAA 2011), to classify the incoming packets Sueyoshi(Kumamoto
- Barcelona, Spain, | automatically. We also propose . .
Quick University)

— 119 —




AT, FERHMES

2011)

Sl IR R o E K 4 (R
D4R
WA OIS TIEINAE &
MEEBEOE MR TEIN,
Low loss ZAUCK I T DT BIAE L
wide band The IEEE V)é%&:rg%fﬁbmf&%%@ /ijm%z
o microwa\{e International ’\7%471?@& %77.134'/1/5 DLE | K Ei@ (B HL)
= devices Symposium (IUS 3R g /f\ el o R
combined with AT LI TN A EE 2, | KB—BR

metallic pipe
joint

Materials and
Engineering
Materials), pp.
544-548

FE RO 18 RCHEMLIR P A3 —
Vo T DR T d—< 2 A% K
BT LD, KfETIE
DLC a—7 > 7 iz~ —
VAR I RE Y aA v M
AL, B4 HOMH ke
WEEIT,

microstrip S5 [B] B R AT 12 0, SAW | [uZz NFnE CGRIEKRSE)
lines FIZHERSNAFHEIZ DN
THRIL, Y =AT 7705
WESINDEWOIFERE ST,
Dynamic ZSlty}rlni)r;ts.ium
fracture on Enereetic BEREEHHLI-E®EE | Yuichi.Nakamura,
[ %% | experiments Materialgs %ZTS‘%E%FHWT%/}/&/V@ S.H.Cho,
2 % %% | of mortar 4 and their 5188 « ghiFFEER 217, 9 | K.Kaneko,
* using a high— Applications FE D fif B R BE AR AF MR A BT S | S.Kajiki,
speedtloading Paper No.16’— M7, Y .Kiritanil
appratus 111-2
DLC 2t—7 (7 Heffiidhs
700y W GRS O v M RE
EWETDHICAVLNI, K
T, 7= AR 7 Fidli & TR
|vanced FLIRAP B (>
. . S . > N 3 s
nen v, | R30%, mERCERN
coating on 457458 (2011 TERINHTD, 77— A
B 7 5 International 0 A I e
S the contact Conference &)‘/7*%3&(7}5 mZJZﬁE B il o
% surfaces in ’ on Advanced WCRIHTAZEMa[EECHS, | EEFEIL (GERRM)
a novel full- LU s, B N —>Y @

M E
BE
o 4k

Nucleosynthesis
in a massive star
associated with
magneto—
hydrodynamical
Jets from
Collapsars

A\

The 11th Int.
Symp. on Origin
of Matter and
Evolution of
Galaxies

ﬁﬁ T, k%@mpm

BRAFFOKREREICBT
67E$ RER~Tz, ETK
’*’*E’E_@*??J?N%b HEkaT
T R BEBE V2 d5 1 2 FE Al Ak
EEIE L, RIZ27 70—
%flv IS\, (Al -

W oz EL, KEE
%@iﬁ%%@@ 2710
E”E“T)'ﬁu”jéi’bé/‘:/l\ljﬂ@
JTLEEREF T, K%
‘fﬂﬁ}i&@tt@%ﬁ/)ﬁﬂn%
100 O G Tk UG
"7 — 27 % W CE 2 b B
M F5 1T DA ARt L & 5
??:kﬁiigf%élk%%
L7z,

INEFREEL (JUIN IS )
AIER (JUIK)

FHRAE — BB

B (ENLRSCA)
i RE— (RRET)

— 120 —




224 B | e | FEATHT, FEERMEE
HL IR | g |ROTUIRR ax e e e = K 4 ()
DR DR
ARWFIETIL, B w7 Sk
B FR ORI T AN A F T
11-40 f5 K5 H & o IR
@Eﬁ%%ﬂﬁﬁé§%
j’é@%é’jﬁ:ﬁ (S EE%PH
DI B A LT
ES ol L7z
NUC}eis,ythSiS The 11th Int 2 K L i kE R AR ) = —
in neutrino— . . J o N S
P 52 | driven aspherica sump.on Orign | D5 LS 4 SR o | WA b )
44 | 2 % % | supemovae 463 (2011 4% 11 A| of Matter and Cvmonion o b s Sk B | /Tjﬂ#; (nkﬁf
* £ lation Evolution of Z“ar,mcs( (}”“, N L =i " .
of populatio Calaxi 7o ZORERIZHEDNT, Jo | EEEE (ENRCH)
I stars aaxies FOMEFAEITR, LT
DZEERLTZ . (1) SASI a:@
K 2183 E % DO WE
%%Tﬁﬁmﬁﬁmﬁg
1% Joggerst 25D B 0 HE N
5, Q) So Tk Ah
T, K4 R EREOBHEE
TS .
A Real-time
Blind Source
Separation for 2011 IEEE/SICE
r e Speech Signals Internat.ional BRME B ORIESAT 2 1 & N ]
45 | 2= é_; 5% based on the S o011 42 12 A Symposium AP Ryttt @ W2E-T, | AUE (F5HED
% Orthogonalization | ~~ on System V7 NEALTIREBZHEE | AEER
of the Joint Integration, pp. THITERRE LU,
Distribution of 920-925
the Observed
Signals
NEW 2011
g . | APPROACIES @ﬁiﬁ‘;ﬂal YAFAFUAEERILE |
16 | 2 % % | (0P oo | 269 (20117 12 on Future R, st | B (5
* VIATCHING INTO Communication # ER L Ak RIS AT )
and Network =
3DCG MODELING (IWFCN 2011)
R L TIREL WDl R~
=y hORELTIE, HA
NaEffo-MfEEET Vel
0 7“@\5 ERERIE !
Minamata X010, R =y Nguyen Huy Quang (RE
NEW MODELS International M)ﬁtifk%ffjt%@‘éz Fsdy | 2Ty e
s == | OF Symposium on 0, FAUTLEOE RIS AL EH%HA
47 | %> % & | SOUNDPROOFING | 43 [2011 4 12 | environment ’\7b>5}§%bfbi9 OB | g KL
= DOORS AND and energy /k{EZﬁFEE TOL~JVITIE G )
WINDOWS technology ICREND, ZRHEE SRR

(MISSION 2011)

ﬁéﬁét&b@l?&?ﬁ%%f‘
HB. KL TIE, @RIE
LIERR Sy DIEAAT =X IIT
DT, 3 Eﬁki@;‘i%ﬁ
FICHRREE T > CTUND.

KEFE (AR

ARF)

— 121 —




EHE, il

DL

N g

HE,
e
DR

FATUIFER
DA

AT, FERHMES
FEIIHRERE
DAL

% %

K 4 (Frs)

48

PobbaE

45
o 4

The Evaluation
of an Anomaly
Detection
System based
on Chi-square
Method

i

201243 A
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International
Conference on
Advanced
Information
Networking and
Applications
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Japan, 2012.

The conventional methods
using  x° value have been
proposed to detect anomaly
attacks. These systems,
however, merely treat the
one eature such as the
source IP address or the
destination port number as
the probabilistic variable. The
method based on multiple
variables has not been
proposed to aim to improve
the accuracy of anomaly
detection. In this paper, we
propose the ultiple features
x” method named the CSDM
(Chi-square—based Space
Division Method) to improve
the detection accuracy. The
F-measure values of CSDM
and the conventional method
are compared to evaluate
these systems. We also focus
on the learning mechanism
and it’ s affection for both
systems. As the results of
experiments using the source
IP address, the destination
port number, and the interval
time deviation of arriving
packets as the probabilistic
variables, the proposed
CSDM improves the Fmeasure
compared to the conventional
method meaning that the
CSDM using multiple features
can improve the F-measure
over DoS/DDoS attacks
and double attacks with 30%
attacking rate. In addition,
the learning time of the 2
days in the CSDM system is
enough to learn the behavior
of normal condition and
can reveal the performance
with the high F-measures.

Shunsuke Oshima,
Takuo Nakashima(Tokai
University),

Toshinori
Sueyoshi(Kumamoto
University)
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