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To defend DoS (Denial of Service) attacks,
an access filtering mechanism is adopted
in the firewall or the IDS (Intrusion
Detection System). The difficulty to define
the filtering rules lies where normal and
anomaly packets have to be distinguished in
ncoming packets. The purpose of our esearch
is to explore the early detective method for
anomaly accesses based on statistic analysis
In this paper, we defined the entropy and
the chi-square method, and then analyzed the
all amount of incoming packets to our College
focusing on the source IP address. As the
results, we extracted the following features
Firstly, the number of packets was the more
suitable scale of the window in the chi-
square method than the time scale. Secondly,
the setting of the window size with 500
packets and 2 bins made the etection of the
DoS attacks within 10 minutes for DNS packets
possible. Finally, we verified that the DoS
attacks from the same source IP address
were detected using the chi-square method
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avec la RO L EAL L » ) FERPIABET 5, Ukt
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FVHER T O T, 2 EEETH D BEEOBERN
73 RO SATFLCE B AT LAFENDERDETH
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PEDOXTHD 7= IR A PREFEL LTUERSNILE, I
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AN, HBDOEZ 227 TUI b 0dy,
CDREETT 57012, AFKETIE, LY
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M ST AT NS 27—V OFPE E R L 72,
(BB | AR K 23 4| The Fourth AT, TYZIVERGAAAL v F ¥ 3
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converter using | SFHEH on Intelligent RET 2, AL, FERRERE &N, FEET
a digital- PN Informatics (ISIT2011), | LhdfHAGHEEDS % CfFo6N, ERIFED DC-DC
selecting (FRRER2E) Qingdao, China, AVN—=Y KT 5 2 ETE D, BRIIC
type switched- KHI—HB pp. 3631-3637 ¥ ¥ 32 ZEHI5 M DYEIZ DT Hspice % H
capacitor WTY I alb—varzire, UfEEiERL,
ANELEZE 2.8V 6 5.5V F TELE 786
80% L Lo msiafFon, INERE 0506
0.5A ¥ TZAL I & 7354 90% DL LD mRhRH3 5
51D & RO,
(EEEFESR) | MHEH PR 23 4| The Fourth AFTIE, TYTVERGTRAAL v F b ¥ v oS
A novel type (HEBR 5H International Symposium | > ¥ ZH Wi FP I L7y FTE2BET 2, i
digital power SRR on Intelligent EHEEZ A2 k0TI VT v It
amplifier using | LI 7% Informatics (ISIT2011), | X, [MIEERERSEHHETHIERC LI Z2HE5 L
a switched- (FHRERF) Qingdao, China, BTED, BIERNIZE v v ¥ Ao ET
capaci tor KHI—EB pp- 3639-3645 Hspice ZHWTY T 2L — a V21T, X
DT L EMEDPDT, (1) BIFREARIX 30 1 s
T, A EZERIE 10 s TEFEIREICAR S, (2)
ANTY I MG5 % [Klz DIERZBR I L
T, VPR X CEmERPiE 2L 725G,
2W DR AHNES & 94.6% DEBIZEIE SN
%, (3) BRI E X ORI 0 FE L
FeEicBH L <, EFH S 20kHz TS0
1% 3% AN, #h3%1% 4kliz £ TI0% DL ETH %,
SHRIERMEBH B 16y LT ILT VT
ZHERL T FPETH 5,
(EB&agta0) | 2ILie, FEOlHE | Pk 22 4% | 17th International CIGS APzt 3 2 2 MeV & F-Hr IS0 4
Impacts of T, s CGR|9H Conference on Ternary | Z#af L7z, Hiic, Kba@Eitho %, BAET,
electron TRIREREE) and Multinary Compounds | Zif& RO M BEGFEEL X O, 2 F %2
irradiation on | fErEfH-—ER (ICTMC-17 S 2 KRR D SR & DBIfR 2 B L 7.
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properties of Mgy (FElk
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FEATHT, SRS 7

FomH (71l FRER | R RO LR *E% =
(EpREHR) | AHEY) SERE 22 4E | The 9th International | SiGe/Si 44 A4 — F iz 2MeV o % TSkl &t % fitd
Evaluation of HEfT (UL | 10 H Workshop on Radiation | L, itz o= ‘/ﬁj\ﬁ‘l’:(f‘f i L 72, 7w
Electron ERIT) Effects on HIE ORGSR, ERSEE (1x1018 e/cm2) 128
Irradiated SiGe/ | FEfd—Hp Semiconductor Devices | \»>C, SiGe FEIKDEHEEEAHM L TV 5
Si Diodes by M. B. Gonzalez for Space Applications | 2SS 7z, T4k, BTREHICKDE
Raman (imec) (RASEDA-9), FIEMERLZbDEEZ NS,
Spectroscopy E. Simoen Takasaki (Japan).

(imec)

C. Claeys

(imec)

NI
(IR Tes%) | FailiE o, &4 | Pk 22 4E | The 9th International | CIGS AKPFEMICH$ 2 2 MeV aﬁ?fﬁﬁﬁ%xﬂ%
Optical and - (RCRER | 10 H Workshop on Radiation | Z#Esf L7z, Reic, KEGEMORE, FIER
electrical ) Effects on ST O ST R fE 2 A L 7o, AR
properties of eI Semiconductor Devices | DI, Eﬁﬁﬁlé’éf LRSI ES
electron ARE— (K for Space Applications | T4 L CTwi, ZDZ i, FFNDO~T
irradiated HRERS) (RASEDA-9), uEAEREOHEIRESELE LTV H0
Cu(In, RLLsEgh Takasaki (Japan). tEZoN5.
Ga)Se2 solar ilifE (G
cells BERE)
(ElbRaassess) | B, FOMEHE | P22 48 | The 9th International | CIGS AKBFEE I 2 2 MeV & -5 RS2 5L
Impacts of T CEEUERER | 10 H Workshop on Radiation | Z#if L 7. FFI, KEGEMIC A 2 EDE
electron ) Effects on 6% ﬁl@%%@ﬁbf:. n0, 1TO %%, 1
irradiation on ey iisll Semiconductor Devices | %o &5 M 1 ?%ﬁ%ﬁﬁ% L7273, 1x1018
the optical and | ANE— (Bat for Space Applications |e/cm2 £ ¢, WG L THEMEKIIELD S T,
electrical PERERR) (RASEDA-9), 5 ) 5 R 00 RO T | FE 10 i o © & 28
properties of pNIIE S Takasaki (Japan). o,
transparent il R
conducting oxide | BEAZ)
films for CIGS
solar cells
(=2 JEEMEHE T, BaEE | PRk 22 4E | 2010 Materials Research | CIGS AKBHFEMIC R 32 2 MeV F5 1-H IE S0 SR
Optical B (R [ 11 H Society (2010MRS) Fall | Z#iaf L 7. #fiz, CIGS Kﬁaﬁ(m@ﬁ\ S
properties 2) meeting & Exhibit, oy v ARHEZ AL 7. ?f?ﬂﬁﬁl‘ Tk
of electron =y =y Gl Boston (USA). D, FFLIZVvEYRARARY P LIZELD
irradiated CIGS | ARE— (Hint =N Insi, EEE]L P
and 7n0 thin FERERS) FEFNITHEA S 7 RIERD 512 £ 2 5 D
films WA THBIERMATEL .

(HHER)

NI

e L

FERE)
(B eided®) | TAlflits, 322 | SERE 23 4 | 30th Electronic Ge & F— 7" L7 Si 754 A%, SRR
Comparison of PE (TR} 6 H Materials Symposium DEWI EBFH SN TS, AF%ETE, Z
electrical L (EMS-30), Extended RD Ge & F—7 L & % 0 RCHi %
performances of | KRiFt: abstracts of 30th *T-ﬁlﬁbf’ Si ¥4 F—F& G F=7Si ¥4
undoped and Ge | FErfdt—ER Electronic Materials F— FICR LT, SRS o S & T
doped SiGe diodes | ApLTEdL Symposium, pp. 199-202, | KitEo@EW2HEL 2L 2 3, Ge F—7D%)
by 2-MeV J. M. Rafi Shiga (Japan). W 2 Z Lo,
electron (CNM)
irradiation J. Vanhellemont

(7 v PR

— 104 —




FE, N Fhth FATE 0 | FATHT, FFRMEGEF /- i 5
DA (i) JeR4EH IFERAE DA

10 | (FEBR&ETEFR) Fhit—, A | B 234 | 30th Electronic SiGe E)/g % Si MOSFET DY — 2B LU F L
Electron Eenit) 6 H Materials Symposium VICHWBE Z T, Fr I ERZMN
irradiation (B} (EMS-30), Extended A, BEELA LEE5 I ENTE S, A
effects of Sil- | 9Bz (hik abstracts of 30th %TlE, GeDEZ 025 30% FT°&LEE
XGex (0<x<0. 3) BT Electronic Materials p-MOSFET % #ff: L, fEFHIREIC X 2 Rk
S/D p-MOSFETs KR Symposium, pp. 203-204, |{bZFAEL 7z, F—ABHEIC LD, %o

L Shiga (Japan). BAVEZIME L 72 & 25, iR AIC X
[ =yl D s — LB A L7z, R, 5x1017 e/
Kl cn2 JEgCIx, BEIEOHADEIAKE L, |
M.B. Gonzalez FIC LD TEOMEETRONLLD EFH
(imec) AL,

E. Simoen

(imec)

C. Claeys

(imec)

11 | (FEBREETEFR) My, A | Pk 234 | 30th Electronic Ge DBEE X, SioFfEFE L, EET A 2
Influence of Hig, AW |6 H Materials Symposium LUCHIT 3 - LIRS T . AR
2-MeV electron (BB} (EMS-30), Extended wTl, BRIV XYY 7S 4’ 744 L
irradiation for | Y abstracts of 30th %’:Ll%;tlj LSitDltxiTo7. Ge ¥4 4 —
the electrical Kbt Electronic Materials FDI4 744 51%, Sikbdb 1‘?1&5‘% &
properties of Ge | @EiEfilt—ER Symposium, pp. 205-208, | I ST BEASS B Z LB 1,
diode RILFEL Shiga (Japan).

Rl (e
BT

E. Simoen
(imec)

C. Claeys
(imec)

12 | (EEEHHE | hEuz (e | S 23 4 | 30th Electronic Ge lZZ DEHMED 5, Si T84 2 DR IE
The electron- BT 6H Materials Symposium ELT, Wiffxhicwd, 22T, AWF%ET
irradiation A E: (EMS-30), Extended 13, Ge #' A4 A — K & N MOSFET D it fise S i
degradation (5 ng ) abstracts of 30th Z AT L 7. SiGe FEJg % Si MOSFET @ vV — &
and thermal- Y Electronic Materials BXORFLAVITHWRZ ET, F ¥ 208
annelaing e f—EL Symposium, pp. 209-212, | IcEEMZ, BEELZ A EI¥ 2 LN TE
recovery in }Ge | SKRFL: Shiga (Japan). %, REFFETIE, Ge DE%EZ 05 30% £TE
diode and MOSFET | Kil/Esi {t. & & 7z p-MOSFET % 8k L, ETHIEEIC X

HIPE 2REA e iR L 7.
(EIRER)

E. Simoen

(imec)

B. De Jaeger

(imec)

C. Claeys

(imec)

13 | (EFadFe) | B SPRE 23 48| 30th Electronic SiCZ, #BRHEDEmEI 15, N7 =514
Evaluation of (HZR} 6 H Materials Symposium AELTHHIN TV S, —4T, KRR
electrical ) (EMS-30), Extended PEHEWV E XN, %ﬁf&%’\@?ﬂﬁﬁ b RS
properties e —RR abstracts of 30th ?FL“Can) AEFFETI, 2D C% Si ¥4 4 —
for electron KB Electronic Materials ML, ZOMEediL . C2EA
irradiated Sil- | AKIL¥EH Symposium, pp. 217-218, ‘?‘6 2 LT, BRFFEDI LT 2 8 fJVJ
xCx diodes M. Gonzalez Shiga (Japan). 7o, ¥7,C VRIS 474 7 — F oW 1

(imec) B I E D RS 2 LD, HE AR B
E. Simoen HEIM S T,
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B. De Jaeger
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C. Claeys
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14 | (EBE&8R785R) | Safd—up AR 23 4F | 26th Incternational Si LAY 7 A EFEFICASAY ¥ T35 L
Investigation of | ik 6 H Conference on Defects |12 & D, B{LAH V7 Lfh~ADSi F—EV T
the Si doping (TR in Semiconductors ZilA 7z, Si OWMEZ, EDX I & b 3¥f L
effect in 8-Ga203 | fAHh (ICDS26), Nelson (New | 7z. F72,XPS A7 R LD — 7iREH D5,
films by co- NI SN Zealand). Ga/0 ki Si inE»EEm T 2 LA 425 2
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LA TS
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E. Simoen, C.
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15 | (EFEasR Gy (e | SRR 23 4F | The Fifth International | V=4« F VA V45 12 SiGe % K L 72 SiGe
#) Gate-length | & 1.3) 6 H Conference on the p-MOSFET |2 3§ s #Is o8z 7 —
Dependent Strain | HiA#ith Science and Technology | DM 65l L 72, Z OFEH, &7 — b
Relaxation (HEIRE) for Advanced Ceramics | FEfHIE (~ lum) ICEB VT, ETRESIC X
in Electron- AL (STACB), Yokohama DBEENKD T 2L, ZOBENES —
Irradiated SiGe | ErAfd—Hp (Japan). FMEBCHEE THZ I EEZHS IV L T,
S/D P-MOSFETs Kl 2, ETRENOWEIINZT, Fr e

KL WA DEIEM L 722 L 2R L TWw 3,
TR

(BfIRER2)

M. Gonzalez ,

E. Simoen,

C. Claeys

(imec)

16 | (EFREHFELR) e (e | SERE 23 4E | 7th International V=R« M VAVEESY T SiGe 2 K L 72 SiGe
Radiation damage | &1~ T.3) 8 H Conference on p-MOSFET (2 JIE § B T-H N 0 B2 8 A ¢
of Sil-xGex S/ HiAEth Si Bpitaxy and % Ge IREDOBR» SFHEi L 72, ZDF5R, &
D p-MOSFETs with | (2R} Heterostructures Ge MEEEFEI (~ 30%) 2B \WT, BB
different Ge Y (ICSI-7), Leuven Ik DBENEREA T L, ZOHENE
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M. Gonzalez, E.
Simoen,
C. Claeys
(imec)
17 | (EBEaEsER) | R SRR 22 4| Technical Sketches and | AHFZEIZ 7 7 7 Z NV DOBFELE L CHIS LT\ 7
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18 | (EFEaasese) | M SRK 22 4 | Proceedings of World JERRTE RTINS £ A X 45 0 TR
Computer 11 A Academy of Science, ﬂyﬂﬁki 2 RN, JERIEE DR 2 T A
Simulations of Engineering and EAtTITH B, FITEELIIINET,
an Augmented Technology Issue 71 mé‘lﬁﬁﬂfﬁa) AT LI HRIG L IRt H
Automatic pp. 578-583 F IR BT 2 e 2T > T & . K
Choosing XTI, JERIEY 2T AL, FEBE O R
Control Using KIIAL & LQ BUEELR % R L 7= 4k 72 i
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Choosing YR a s A F I AL, HsEOER S
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of Gradient BAL 7z, fglc, —BEIRARREOE
Optimization RAFIEIE LAV AT R 2 L, Bl
Type BTz O 0 7.

19 | (EFSaEETER) | MRS SR 22 4E | Proc. the TASTED FIRIT IS L TR Y 7 b = TR
A Sof tware FIFHIEA 10 H Internat ional e LT, EfRHEEZH Va2 — FORX
Protection (FRRIHR) Conference on Software | V> k%R L7, B 47 2 — F I3
Method based on Engineering and (Ic¥) oNETEHEINTEY, Tuas
Time-sensitive Applications (IASTED SEA | 7 ASETFINE L E, 70T F7 LD—{BD
Code and Self- 2010), pp. 325-331. FEATIREHA ( 9'%’??7 vy Z7H) G THOEE
modification (Marina del Rey, USA) Tﬁ‘éxéﬂé TN BTDT LA 7 RA v
Mechanism HorZgak e, —RHEk2 04 B

?Fﬁ?b b s & T2 OEFIMASE N E
FODORAA GGG (H50IEBEL ok
Bfr) 1, RRwIia— FEoKO b0
LR AR THEEMZONDE I ELERD,
TLKD 2 — FHRBEFICTE R L 50,

20 | (EbgEREeER) | AEEE (5 | P23 4 | International WiiVeEavzHoTHhcEHETLIL
Japanese PR TH conference on CEDHAREXFZANTEA Y 7 2 —
Sentence Input /Iﬂl%ﬂky% =3 Human Computer ZREL, ZOFEMAMWIEAMZ 1T - 7.
Method using TR D) Intaractin (HCII2011),

Acceleration TBHIAER Proceedings of the
Sesor HCTI, pp.595-599,
Orand (USA).

21 | (EBR&EeE#%) | Quang Nguyen | PR 23 4E | 5th International EEHBICB VT, KRR & SRR
Experimental Huy (REAK2S) [7H Symposium on Temporal | DIKJHZ ML S 27D D& B %2 KT
and analytical PEAN T Design ZICHbh, HWADZFFOESGE DS
approach to PERRHA Joint with UK Institute | 2 = v + @ HF AWM %2 W Eh A X Dk
study on the T of Acoustics Meeting, | &, Z4UITHED BRI FHER T DFERX A
soundproof ing PN pp. 3 SALEWSPICT B, Fi, BRI
and ventilating | (ZHAKF) LRSI NFERBEF KT DFEAEA S =
effects of RBRE AL DIEY % FEH T % 72 12 FH BTG
rectangular (REACKA) 2wV, RFEEOGEOMREZ T - 7%
cavity

22 | (EFr2a5E30) | Mt/ (G0 | Pk 23 4 | 5th International B AR D PERE 2 TR ) % 7o o ) LB 75 Bl
An improvement of | K2#) 7H Symposium on Temporal =y b, BER<77—-LHLCA v E—%
lighting effect | Quang Nguyen Design VAIARy F VIR MM S, Kk
for soundproofing | Huy (REAKZE) Joint with UK Institute | Bi#5 38K T2 FL— F 4 7 0BIRICH 2 7
uni t [y N of Acoustics Meeting, &, ZZonoEE BRI 2=y FHD

PEAHAF pp. 4 B % BRI RAT U 7. SRS 5 O
P, FA 2 Wi < 7z o A T oo BE i R e L
[y R ZAAEL, MEMEOKRIEZIT>7. 7,
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23 | (HERXEREE) | PURRH SRR 23 4E | 5th International PigRoiahcdizb, XD IEHEE L G T
Sound propagation | Quang Nguyen 7H Symposium on Temporal | 7z iz 2=y MERZBMNETERL, =XIG
through the Huy (REACKY) Design D E) T FET O BRGRE S OV EERRGE 2 1T >
elliptical PEAN S A Joint with UK Institute | 7z, PREmEIEL - WRREFBROREHR L D, WX
soundproof ing ¥R gL, of Acoustics Meeting, | FERRAIDFEE X H = X LD S 0> & 72 ) RFk
element PENTR pp.5 DEINEDHERZ T 72, T X D EEE

(GRS Dfifa=y F OFEREZRD B 2 LHT
PN E, Fromdis AR OMERED IR & 72 5.
(REARE)

24 | (EEX %) | Pl osth SEK 23 ¢ | 5th International LI BT, R EHER & Ak
Theoretical A 7H Symposium on Temporal | E& ¥ OAKIH % W32 X 5 72 o DA
analysis to (SR Design (grille) Z&atd 21cdhzbh, HAOZE
reduce a higher | Quang Nguyen Joint with UK Institute | DIEAGERDPI &L= v b OHF WA % HB 5
order mode Huy (REZK2%) of Acoustics Meeting, | Fiaxlk DRk, ZAUzflE ) ERPEEEE T D
waves in air PURRH:P pp.5 HEXD AL EWSICT S, £, M
ventilation JRR LT, RHRLC X DR I N R E Ry D FE X
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25 | (EBR&H7E%) | Quang Nguyen | “PAR 234 | 10th International N A DBEASEEEE DR CTH LA —vF
COMPARING MODELS | Huy, Thu Lan TH Congress on Noise as a | DHEZFRL 7012, R FANEHARA
TO PREDICT THE | Nguyen, <M Public Health Problem | % fifi o 7z UL D Ml g 2T > 72, 2D
COMBINED NOISE | (REASKZE) FER, (1) R FAANOBERFICIE A — v
ANNOYANCE IN HO | PEAPHAFE DWBEIZIZEAE R, 2) HAAND W EE
CHI MINH CITY (YD EERIEN BHA— v EE2EUERCHERESEZE 20
AND HANOI Vet e (Aife BEEEDb I 23T 2, B) HEAD

ALK PEEEF TR F AN KD b E RIS EE AR
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(i1 5T FRELT, UTDO3I >IN EL SN
A (RiL 7o, IR L BEE D9 2 X S I AR DEN
BRIAZE) TV EREORENKE O, K 2: X
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R, (2) FELDON b F L AR LM
TFHIER, (3) N b F L E AARGE L ICH
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SR T 2 EBRD 3O DHEEE T 1.

26 | (EBR&36762%) | Quang Nguyen | PR 23 4F | 40th International EEARICE VT, HKERER & A REE
Theoretical Huy (BEAKZ) |9 H Congress and Exposition | O fKJ# % M 32 S8 % 72 0 OB B % ik &
analysis on the | PERI5R on Noise Control 2iH7h, MAOZREOHESTEDOY &
soundproof ing PURPHSE Engineering , pp. 290 2=y FOFHEMAEEE AR L DK
it with Y, &, ZAUE) BRIEE LT DFEAE X A
input and VAR ZALEWEICT S, F, BEmaHHEIC
output opening (SR X DRI NIERBEEHERTDHARA S =
at various PR AL DIEYSEZEGEH T 5 7% & 12 FERE
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27 | (a2 | RSt SR 23 4| 40th International MR ILIC B T, SR & SRR S
A computational | FEEHIA G | 9 A Congress and Exposition | DR % iz X & % 7z D Ed@A I (grille)
investigation K on Noise Control AT 21CH D, INARZ RO E RO
on the sound Quang Nguyen Engineering , pp. 290 H1=y b OFWEMAEEE TR K D ke,
propagation Huy (BEACKZY) ZAULE ) ERIEE ER S DFAERA =R b %
in ventilation PERPHAF HSPCT 5, £, MBI RENL
grille Y, PUkS RIS ER G DFEAE A ) = A L D IEX4 1% FiE

W (GHER) MY % 7 o ICFEBEGEE 2 1T, RFEDOARIE

Rk (REAK DR ZAT > 2. WRILIT LD A A 2 BLif

) L, AUy FROEIRZ LT 5720, 20
NOFBPEHI B W THEOERADENBEL
57280, ERIEERT DEIRDINIE L 75 5,
C DERPEHE LRI 2K % 720 D AT HD
SE, FRERRTIC O W CHERRIET 2T o 7.

28 | (EFf2EEFES) | PIRRHP SEK 23 ¢ | 40th International PigRoifaHcd b, XD IKHERE % 153
Prediction of Quang Nguyen 9H Congress and Exposition | Zz®ic 1= MERZBMTE TERL, =Xt
sound in an Huy (REASKZE) on Noise Control D e 75 T ORI R L O FE G 2 1T -
elliptical PEAT 55 Engineering , pp. 290 7o, BRI - BGEESBROMER L b, EXRIE
soundproof ing YR, VAR JEIRST DFEER I = AL 6 D> & 75 ) KT
element R(GHER) DHNEDHERZ T 72, Ziuc & D TESHE

KEpHE (BRAKR DOPEL=y F DEBREZRD L 2 LDTE,

) ¥ 7ot s AT OAERGEDSFIRE & 72 5. 16
PR DR DRI E LT, MRIE S0
ER S L THREL RO EDBET S5,
C DR 2D U B 2B DS RAsik D BT
ZiTot.

29 | (EBE&EEFEER) | EEthy, VER | SFR 23 4 | 40th International P& DR 2 Y B 72 0 DEE L E L= v
An experimental | 5R (GHSBAE) |[9H Congress and Exposition | Mk, REI~=7 7—LRUA v E—F R I
study on the VAR B3 on Noise Control Ay F v IR MY 5. H5 L BE I3
input and output | PERRH:F Engineering , pp. 298 KE5EFL—FA70BRICH 2790, =Xt
of soundproofing | Quang Nguyen DWeHE A K D 2=y FNOE T B
wnit Huy (BEARZE) SRR L 72, FERIEEIERT OREED C T

JaEpuy (G4 WA ORI IR RGE 2 W28 L, RosLE
R OMGEEE T o7, F72, BRSNS %G
R (BEACK B9 % 7= OICHBGEZ 1T\, ATFEOHME
%) DlfERZIT > 7z,

30 | (HEBRETE4R) SEK 22 4F | Proceedings of the In solving optimization problems, the most
Using Restricted 10H 23th Annual Conference | important thing is how effectively explore
Weight Update in of Biomedical Fuzzy the solution space without being trapped
Lagrangian Method | AN Association pp. 287- by local minima. We have been developing
for Optimization | Jagath pp. 290 optimization techniques which are based on
Problem Weerasinghe Lagrangian method. In these methods, each

(Fujitsu Limited) constraint has weight, and all weights are
Masahiro updated in each step. This cause the ability
Nagama tu (Kyushu of escaping from local minima. However we
Institute of also found that updating the weights has
technology) undesirable side effect. In this paper we

proposed a new method in which update of
weights is done only in restricted steps. We
apply this method to Software-MCU assignment
problems and the experimental results show
that we can improve the efficiency of the
Lagrangian method further.
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31 | (Epg83) UNET T ] SERR 23 & | The Third International | The statistic researches have been proposed
DDoS Detection Yusuke 10H Workshop on Netowrk todetect anomaly attacks using x2. In these
Technique using | Ichimura Traffic Control, researches, featuressuch as the [P address and
Statistical (@ vy Analysis and the port number are used as the probabilistic
Analysis to Takuo Applications (NTCAA variables. The method based on multiple
Generate Quick Nakashima 2011), Barcelona, variables has not been proposed to aim to
Response Time (Tokai Spain, will be prepared | improve the accuracy of anomaly detection.
Univer in Oct. 2011. [f the number of packets increase, these
sity) packets are classified into BINs before the
Toshinori calculation of x2method. The classification
Sueyoshi method depends on the calculationparameters
(Kumamoto such as the window width and the number of
University) BIN, and the packet distribution of night and
day time. In addition, the classification
method should be changed based on these
parameters. In this paper, we propose the
dynamic BIN method to classify the incoming
packets automatically. We also propose the
CSDM (Chi-square-based Space Division Method)
to detect anomaly attacks using the dynamic
BIN methods with multipleprobabilistic
variables. As the results of experiments
using the source IP address, the destination
port number, and the interval time deviation
of arriving packets as the probabilistic
variables, the proposed dynamic BIN realized
the equal classification, which does not
depends on the features of packets and the
number of BIN. In addition, the dynamic
BIN mechanism and CSDM method using two
probabilistic variables could improve-
measure compared to the conventional method.
32 | (EEgeeFs?) | ADNER, SERE 234 | The 14-th International | As the typical anomaly detection methods
Comparison of Takuo 9H Conference on Network- |using statistics, entropy and x2 based
Properties Nakashima Based Information method has been researched and reported
between Entropy | (Tokai Systems (NBiS2011), in terms of their properties for anomaly
and Chi-square University), Tirana, Albania, will attacks. In this research, we compare the
based Anomaly Toshinori be prepared in Sep. properties of both methods and discuss the
Detection Method | Sueyoshi 2011. accuracy of detection and the efficiency for
(Kumamoto different kinds of attacks. Our previous
University) researches have clarified that the source

[P address and destination port number are
efficient statistical variables to view the
anomaly packet property, which lead to detect
correctly. In this paper, we propose EMMM
method for entropy value and CSDM method of
x 2 value using multi statistical variables.
The experiments to verify our proposed
methods were conducted using source IP
address, destination port number and arriving
interval of packets. We could extract the
following results. Firstly, EMMM method
could decrease the value of False-Positive
and False-Negative. Secondly, CSDM method
could increase the F-metric, which is the
evaluation standard for accurate detection.
In the experiments using the same condition
of parameters such as probability valuables
and window width, EMMM method enlarges the
F-metric compared to CSDM method.
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33| (B EftR) | ADERE, S 23 4F | 25th International In the research of the anomaly detection
Anomaly Detection | Takuo 3H Conference on system analyzing the packet header on the
using Chi-Square |Nakashima Advanced Information Internet, previous researches have proposed
Values based (Tokai Networking and the anomaly detection system using chi-
on the Typical University), Applications (AINA2011), | square values in terms of the source IP
Features and the |Toshinori pp. 97-104, Singapore address and/or the destination port number
Time Deviation Sueyoshi In these previous researches, the chi-square
(Kumamoto values were calculated from one feature
University) causing the degradation in the False-Positive
when the same symbol appears sequentially.
Therefore, we propose the anomaly detection
technique using chi-square values based on
multi features. We also propose dynamic BIN
division technique to deal with the traffic
fluctuations such as day and night traffic
differences. Applying our method, the chi-
square values based on the time division were
able to decrease the False-Positive. Our
method was also able to adapt the traffic
variations by applying the dynamic BIN
division technique.

3| (EBEEFR) | ANSAE, SR 22 4| The Second DDoS attacks to servers cause the
DDoS Detection Takuo Nakashima | 11 H International Workshop | dysfunctional condition and finally bring the
Technique using (Tokai on Network Traffic server to be stopped. Previous researches to
Statistical University), Control, Analysis detect and defense for DDoS attacks have shown
Analysis to Toshinori and Applications that the entropy for the source IP address
Generate Quick Sueyoshi (NTCAA-2010), pp.672- | or destination port number is the effective
Response Time (Kumamoto 677, Fukuoka, Japan metric to detect these DoS/DDoS attacks. In
University) the organization incoming the small amount

of packets, the window width to calculate an
entropy value could be reduced in order to
detect attacks early. On the other hand, the
small window width leads to the difficulty to
set the threshold of entropy value over the
small available threshold value area. In this
research, we propose the calculation method
of the dynamic threshold varying the time
sequence. This threshold will be effective on
the case of the small window width leading
the quick response to the attacks. Our
proposed method could be able to early detect
in the organization with the small amount of
packets. In addition, the proposed calculation
is effective for the case using the different
IP fields.
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(FEIBR-F27E5)
Early Dos/DDoS
Detection Method
using Short-term
Statistics

AN
Takuo Nakashima
(Tokai
University),
Toshinori
Sueyoshi
(Kumamoto
University)

PR 22 4F
3H

2010 International

Conference on Complex,

Intelligent and
Software Intensive
Systems (CISIS2010),
pp. 168-173, Krakow,
Poland

Early detection methods are required to
prevent the DoS / DDoS attacks. The detection
methods using the entropy have been classified
into the long-term entropy based on the
observation of more than 10,000 packets and
the shortterm entropy that of less than
10,000 packets. The longterm entropy have
less fluctuation leading to easy detection of
anomaly accesses using the threshold, while
having the defects in detection at the early
attacking stage and of difficulty to trace
the short term attacks. In this paper, we
propose and evaluate the DoS/DDoS detection
method based on the short-term entropy
focusing on the early detection. Firstly, the
pre-experiment extracted the effective window
width; 50 for DDoS and 500 for slow DoS
attacks. Secondly, we showed that classifying
the type of attacks can be made possible using
the distribution of the average and standard
deviation of the entropy. In addition, we
generated the pseudo attacking packets under
a normal condition to calculate the entropy
and carry out a test of significance. When
the number of attacking packets is equal
to the number of arriving packets, the
high detection results with False-negative
= b% was extracted, and the effectiveness
of the proposed method was shown.
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39 | (EERraF8s2) | g, | P22 4E | Proceedings of 2011 BRI L 2NN TORDIC, A5 v L Al
High Pressure B (EEE) | 7H ASME Pressure Vessels | OF iz N3 E LTW25, ZORMBEEIZE
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40 | (EBRAFEER) | FRU#SL, P | SRk 224 | Third International IBFRIGIC BT, SEBIC/ERT 2 RO
Study on making | % (S |9 H Symposium on Explosion, | FEJI3 AR IEEERIRICKRE CBET 5, ko T,
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Research on HWwa (HEAK |11 H JEZRI K D . A & BRI OB & THI
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metal using the | (FHIE (FhifE Al 2 BRI IR L 7
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wave Ayumi Takemoto

et. al.

42 | (ERReadsde) | e, AA | P 2248 | Materials Science Forum | FESRDIRISITE DTl B3 2 MO B R
Numerical FE (888K | 12H BT HIETEFEIN T S, AR T,
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